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POLICE & CRIME
COMMISSIONER

for Leicester,
Leicestershire & Rutland
Your Communities - Your Commissioner

Our ref: FOI 0019/24 — OPCC 625-24

Date: 2January 2025

Name:
Email:

Dear,
Freedom of Information Act 2000

| write further to your freedom of information request received on 3 December 2024. | note you
seek access to the following information:

NECTAR - EMSOU:
https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.contractsfinder.service.gov
.uk%2Fnotice%2Fce565f22-d758-4294-bf2d-
62e3129063a2&data=05%7C02%7Cnimisha.padhiar%40leics.pcc.police.uk%7Cf3f1bb3fe30243fbf07a08
dd1f4a4790%7C6b0ff425e5e24239bd8b91ba02b7940a%7C0%7C0%7C638701126057794771%7CUnkno
wn%7CTWFpbGZsb3d8eyJFbXB0eU1hcGkiOnRydWUsIIYiOilwLjAuMDAwWMCIslIAiQiJXaW4zMilslkFOljoiT
WFpbClslldUljoyfQ%3D%3D%7C0%7C%7C%7C&sdata=sXcmAzWrfDTkVippFd3x1%2Bnzrn5rclz4Rdozswd
OHZU%3D&reserved=0

The details you require are:

-_—

What are the contractual performance KPI's for this contract?

2. Suppliers who applied for inclusion on each framework/contract and were successful &
not successful at the PQQ & ITT stages * Actual spend on this contract/framework (and
any sub lots), from the start of the contract to the current date « Start date & duration of
framework/contract?

3. Could you please provide a copy of the service/product specification given to all bidders
for when this contract was last advertised?

4. Is there an extension clause in the framework(s)/contract(s) and, if so, the duration of
the extension?

5. Has a decision been made yet on whether the framework(s)/contract(s) are being either
extended or renewed?

6. Who is the senior officer (outside of procurement) responsible for this contract?

Your request for information has now been considered and the response can be found
below:

Office of the Police and Crime Commissioner for Leicester, Leicestershire & Rutland
Police Headquarters, St John’s, Enderby, Leicester LE19 2BX Telephone 0116 229 8980
Email: OPCC@leics.police.uk Web: www.leics.pcc.police.uk
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We will confirm that information is held regarding the contract with Palantir.
We will confirm that this was a direct award.

In accordance with Section 17(1) of the Freedom of Information Act, this letter represents
a refusal notice for this particular request.

1. What are the contractual performance KPI's for this contract?

Section 24(2) — National Security
Section 24(2) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial.

» Section 31(3) - Law Enforcement.

Section 31(3) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial Section 31 -
Law Enforcement and Section 24 - National Security

Sections 24 and 31 are qualified prejudice-based exemptions and therefore require
evidence of harm (prejudice) and the public interest test to be considered.

No inference can be taken from this refusal that information does or does not exist.

2. Suppliers who applied for inclusion on each framework/contract and were
successful & not successful at the PQQ & ITT stages * Actual spend on this
contract/framework (and any sub lots), from the start of the contract to the current
date * Start date & duration of framework/contract?

Section 21 information was uploaded onto contracts finder
(https://eur01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fwww.contractsfinder.se
rvice.gov.uk%2Fnotice%2Fce565f22-d758-4294-bf2d-
62e3129063a2%3Forigin%3DSearchResults%26p%3D1&data=05%7C02%7Cnimisha.padhiar%40l
eics.pcc.police.uk%7C8da0934d43af449d6c8f08dd203f3a9¢c%7C6b0ff425e5e24239bd8b91ba02
b7940a%7C0%7C0%7C638702178111625806%7CUnknown%7CTWFpbGZsb3d8eyJFbXB0eUlhc
GkiOnRydWUslIYiOilwLiAuMDAwMCIslIAiOiJXaW4zMilslkFOljoiTWFpbClslldUljoyfQ%3D%3D%7
C0%7C%7C%7C&sdata=jG1wLgi65KMRNkeuZAREqeMS8IEKEFG4d%2B2hSn7vKMJo%3D&reserve
d=0).

Section 24(2) — National Security
Section 24(2) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial.

* Section 31(3) - Law Enforcement.
Section 31(3) is a qualified exemption and as such there is a requirement to articulate
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the harm and conduct a test of the public interest in confirmation or denial Section 31 -
Law Enforcement and Section 24 - National Security

Sections 24 and 31 are qualified prejudice-based exemptions and therefore require
evidence of harm (prejudice) and the public interest test to be considered.

No inference can be taken from this refusal that information does or does not exist.

3. Could you please provide a copy of the service/product specification given to all
bidders for when this contract was last advertised?

Section 24(2) — National Security
Section 24(2) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial.

* Section 31(3) - Law Enforcement.

Section 31(3) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial Section 31 -
Law Enforcement and Section 24 - National Security

Sections 24 and 31 are qualified prejudice-based exemptions and therefore require
evidence of harm (prejudice) and the public interest test to be considered.

No inference can be taken from this refusal that information does or does not exist.

4. Is there an extension clause in the framework(s)/contract(s) and, if so, the duration
of the extension?

Section 24(2) — National Security
Section 24(2) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial.

* Section 31(3) - Law Enforcement.

Section 31(3) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial Section 31 -
Law Enforcement and Section 24 - National Security

Sections 24 and 31 are qualified prejudice-based exemptions and therefore require
evidence of harm (prejudice) and the public interest test to be considered.

No inference can be taken from this refusal that information does or does not exist.

5. Has a decision been made yet on whether the framework(s)/contract(s) are being
either extended or renewed?

* Section 24(2) — National Security



Section 24(2) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial.

* Section 31(3) - Law Enforcement.

Section 31(3) is a qualified exemption and as such there is a requirement to articulate
the harm and conduct a test of the public interest in confirmation or denial Section 31 -
Law Enforcement and Section 24 - National Security

Sections 24 and 31 are qualified prejudice-based exemptions and therefore require
evidence of harm (prejudice) and the public interest test to be considered.

No inference can be taken from this refusal that information does or does not exist.

6. Who is the senior officer (outside of procurement) responsible for this contract?

Harm

Section 40: Personal information

(2) Any information to which a request for information relates is also exempt information
if—

(a) it constitutes personal data which do not fall within subsection (1), and

(b) either the first or the second condition below is satisfied.

(3) The first condition is—

(a) in a case where the information falls within any of paragraphs (a) to (d) of the
definition

of “data” in section 1(1) of the [1998 c. 29.] Data Protection Act 1998, that the disclosure
of

the information to a member of the public otherwise than under this Act would
contravene—

(i) any of the data protection principles, or

(i) section 10 of that Act (right to prevent processing likely to cause damage or distress),
and

(b) in any other case, that the disclosure of the information to a member of the public
otherwise than under this Act would contravene any of the data protection principles if
the exemptions in section 33A(1) of the [1998 c. 29.] Data Protection Act 1998 (which
relate to manual data held by public authorities) were disregarded.

(4) The second condition is that by virtue of any provision of Part IV of the [1998 c. 29.]
Data Protection Act 1998 the information is exempt from section 7(1)(c) of that Act (data
subject’s right of access to personal data).

Any disclosure under FOI is a release to the public at large. Whilst not questioning the motives
of the applicant, confirming or denying that any other information relating to the covert software
and its uses would show criminals what the capacity, tactical abilities and capabilities of the
force are, allowing them to target specific areas of the UK to conduct their criminal/terrorist
activities. Confirming or denying the specific circumstances in which the Police Service may or



may not deploy the use of covert software would lead to an increase of harm to covert
investigations and compromise law enforcement. This would be to the detriment of providing an
efficient policing service and a failure in providing a duty of care to all members of the public.

The threat from terrorism cannot be ignored. It is generally recognised that the international
security landscape is increasingly complex and unpredictable. Since 2006, the UK Government
has published the threat level, based upon current intelligence and that threat is currently
categorised as SUBSTANTIAL.

The UK continues to face a sustained threat from violent extremists and terrorists. It is well
established that police forces use covert tactics and surveillance to gain intelligence in order to
counteract criminal behaviour. It has been previously documented in the media that many
terrorist incidents have been thwarted due to intelligence gained by these means.

Confirming or denying whether any information is or isn’t held relating to the covert software
offered by specific companies would limit operational capabilities as criminals/terrorists would
gain a greater understanding of the police’s methods and techniques, enabling offenders to take
steps to counter them. It may also suggest the limitations of police capabilities in this area,
which may further encourage criminal/terrorist activity by exposing potential vulnerabilities. This
detrimental effect is increased if the request is made to several different law enforcement
bodies. In addition to the local criminal fraternity now being better informed, those intent on
organised crime throughout the UK will be able to ‘map’ where the use of certain tactics are or
are not deployed. This can be useful information to those committing crimes. It would have the
likelihood of identifying location-specific operations which would ultimately compromise police
tactics, operations and future prosecutions as criminals could counteract the measures used
against them.

Any information identifying the focus of policing activity could be used to the advantage of
terrorists or criminal organisations. Information that undermines the operational integrity of
these activities will adversely affect public safety and have a negative impact on both National
Security and Law Enforcement.

Factors in favour of disclosure:

Confirming or denying whether the requested information is held would enable the public to
have a better understanding of the type of policing tools and tactics employed by Leicestershire
Police in carrying out their law enforcement role. This would give more confidence to the public
that we are using (or, as the case may be, not using) policing tools and tactics to help us detect
and prevent crime appropriately.

Factors against disclosure:
To confirm or deny whether any other information relating to the use of a particular investigative

tool is held would harm the integrity of sensitive policing tactics used to prevent and detect
crime and safeguard national security.



Any disclosure under FOl is a release to the public at large. Whilst not questioning the motives
of the applicant, confirming or denying if a particular policing tool of this type (in this case
Palantir Technologies) is used by Leicestershire Police as part of an investigative process is
different from confirming if, in principle, commercial tools generally are used to assist with
searches against information that may be found online.

It is well established that police forces use publicly available data in order to counteract criminal
behaviour. It has been previously documented in the media that many terrorist incidents have
been thwarted due to intelligence gained by these means. However, given the sensitive areas in
which tools of this type may be used and the Force’s role in counter-terror investigations, to
disclose if any particular tools are used would allow criminals and other adversaries to focus on
evaluating the particular capabilities of a particular tool. With this knowledge it would allow
criminals and other adversaries to take steps to counteract a specific tool — be it adjusting how
they interact and present themselves to take advantage of any weaknesses or gaps in capability
they identify. At a simple level, if a policing tool doesn’t search ‘X ‘social media site or was
unable to identify ‘Y’ format of images and criminals can establish this, they will exploit this
position. The Force’s more sophisticated adversaries may be able to go further and take more
proactive measures to undermine the tool and/or its provider, and a specific confirmation allows
efforts to be focused accordingly.

This detrimental effect is increased if the request is made to several different law enforcement
bodies. In addition to the local criminal fraternity now being better informed, those intent on
organised crime throughout the UK will be able to ‘map’ where the use of certain tools are or are
not deployed. This can be useful information to those committing crimes. It would have the
likelihood of identifying location-specific operations which would ultimately compromise police
tactics, operations and future prosecutions as criminals could counteract the measures used
against them.

Any information identifying the focus of policing activity could be used to the advantage of
terrorists or criminal organisations. Information that undermines the operational integrity of
these activities will adversely affect public safety and have a negative impact on both National
Security and Law Enforcement.

Balancing test

Accordingly, in a position taken in common with other law enforcement agencies, confirming or
denying if Leicestershire Police uses Palantir Technologies would lead to an increase of harm to
covert investigations and compromise law enforcement. This outweighs the benefits to
disclosure, not least as disclosure would be to the detriment of providing an efficient policing
service and a failure in providing a duty of care to all members of the public.

The disclosure of this information to the public by Leicestershire OPCC/Leicestershire Police
would undermine the integrity of police investigations and operations and in maintaining
confidence in the Force.



The effective delivery of operational law enforcement is of paramount importance to
Leicestershire Police in their duty to ensure that the prevention and detection of crime is carried
out and the effective apprehension or prosecution of offenders is maintained.

Therefore, it is our opinion that for these issues the balance test favours neither confirming nor
denying that information is held.

The Office of the Police and Crime Commissioner provides you the right to ask for a re-
examination of your request under its review procedure. Letters should be addressed to Data
Protection Officer at the above address or emailed to OPCC@leics.police.uk. If you decide to
request such a review and having followed the Police and Crime Commissioner’s full process you
are still dissatisfied, then you have the right to direct your comments to the Information
Commissioner who will give it consideration.

Yours sincerely,

Office of the Police and Crime Commissioner

In complying with our statutory duty under sections 1 and 11 of the Freedom of Information Act
2000 to release the enclosed information will not breach the Copyright, Designs and Patents Act
1988. However, the rights of the copyright owner of the enclosed information will continue to be
protected by law.

Applications for the copyright owner’s written permission to reproduce any part of the attached
information should be addressed to The Office of the PCC, Leicestershire Police Headquarters,
St. Johns, Enderby, Leicester LE19 2BX.


mailto:OPCC@leics.police.uk




Accessibility Report





		Filename: 

		20241223 FOI 0019-24 website.pdf









		Report created by: 

		



		Organization: 

		







[Enter personal and organization information through the Preferences > Identity dialog.]



Summary



The checker found no problems in this document.





		Needs manual check: 0



		Passed manually: 2



		Failed manually: 0



		Skipped: 3



		Passed: 27



		Failed: 0







Detailed Report





		Document





		Rule Name		Status		Description



		Accessibility permission flag		Passed		Accessibility permission flag must be set



		Image-only PDF		Passed		Document is not image-only PDF



		Tagged PDF		Passed		Document is tagged PDF



		Logical Reading Order		Passed manually		Document structure provides a logical reading order



		Primary language		Passed		Text language is specified



		Title		Passed		Document title is showing in title bar



		Bookmarks		Passed		Bookmarks are present in large documents



		Color contrast		Passed manually		Document has appropriate color contrast



		Page Content





		Rule Name		Status		Description



		Tagged content		Passed		All page content is tagged



		Tagged annotations		Passed		All annotations are tagged



		Tab order		Passed		Tab order is consistent with structure order



		Character encoding		Passed		Reliable character encoding is provided



		Tagged multimedia		Passed		All multimedia objects are tagged



		Screen flicker		Passed		Page will not cause screen flicker



		Scripts		Passed		No inaccessible scripts



		Timed responses		Passed		Page does not require timed responses



		Navigation links		Passed		Navigation links are not repetitive



		Forms





		Rule Name		Status		Description



		Tagged form fields		Passed		All form fields are tagged



		Field descriptions		Passed		All form fields have description



		Alternate Text





		Rule Name		Status		Description



		Figures alternate text		Passed		Figures require alternate text



		Nested alternate text		Passed		Alternate text that will never be read



		Associated with content		Passed		Alternate text must be associated with some content



		Hides annotation		Passed		Alternate text should not hide annotation



		Other elements alternate text		Skipped		Other elements that require alternate text



		Tables





		Rule Name		Status		Description



		Rows		Passed		TR must be a child of Table, THead, TBody, or TFoot



		TH and TD		Passed		TH and TD must be children of TR



		Headers		Passed		Tables should have headers



		Regularity		Passed		Tables must contain the same number of columns in each row and rows in each column



		Summary		Skipped		Tables must have a summary



		Lists





		Rule Name		Status		Description



		List items		Passed		LI must be a child of L



		Lbl and LBody		Passed		Lbl and LBody must be children of LI



		Headings





		Rule Name		Status		Description



		Appropriate nesting		Skipped		Appropriate nesting










Back to Top

